Phishing activities on the Internet are increasing day by day. It is an illicit attempt made by the attackers to steal personal information such as bank account details, login id, passwords etc.
Introduction
Phishing is a powerful technique to mislead people either by giving a feeling that the site is legitimate or by showing some greedy approaches. The main strategy of phishing sites is to collect your personal information illegally like user ID, passwords, detail of your credit card, debit card or bank accounts than that threshold, it is declared as phishing. Third and fourth layer is based on search engines results.
The former one checks whether the given site's presence in the search engine list. The later one evaluates the percentage of similarity of the input URL with the search engines result using Longest Time Sequence and Edit list methods. If the value is greater than the threshold value, it has to go through the fifth level.
The final layer evaluates the core based on a standard tool and compares it with the threshold.
Self Structured Neural Network for predict the phishing websites is proposed in [Mohammad et al., 2013] . They focus on improve the structure by using various number of neurons, different epochs and different number of hidden layers. 17 different features are used, along with the URL based feature, they also extract the features like whether the URL is present in WHOIS database or not, availability of DNS record, age of the URL, use of pop-up window, right click is disabled or not etc. For this, the content of the webpage is accessed. They classified the websites in to three categories viz. Legitimate, Suspicious and Phishy; Performance is evaluated for 1400 URLs only and the final structure is constructed using 500
epochs.
An association rule mining approach is proposed in [Jeeva and Rajsingh, 2016 ] to detect phishing and legitimate URLs. For this, 14 different features are extracted from URL. TF-IDF algorithm is used to find the words with high frequency in phishing URLs. Apriori and predictive apriori algorithm is used to generate the rules for detection. Rules generated by two algorithms are found different. The algorithms are compared using different number of inputs and apriori algorithm performed faster than predictive apriori algorithm. 93% of phishing URLs are determined correctly by apriori algorithm on a dataset of 1400 URLs.
A system to detect malicious URLs using Convolutional Neural Network (CNN) is proposed in [Abdi and Wenjuan, 2017] . First, they have checked whether the URL is in blacklist or not. If it is found, it is declared as malicious URL. Otherwise, goes for further evaluation. For this, two feature categories namely word2vec and TF-IDF are considered. Word2vec is used to convert each characters of the URL name into numbers numeric form. TF-IDF (Term frequency -inverse document frequency) algorithm is used to find the keywords whose frequency is more. The performance of SVM based TF-IDF is compared with LR and CNN based on word2vec feature. Different works based on domain list, URL feature, features extracted from others websites like WHOIS, search engine etc., features from accessing the web content for detecting phishing URLs are discussed. The technique of maintaining a list of phishing or legitimate URL is not reliable as the 
Proposed Methodology
The design of our system is build up as shown in Figure 1 . Table I .
Among all the features, length of the URLs [Jain and Gupta, 2017] shows highest rank as shown in Table I . Attackers use URL of larger length for hiding the doubtful part [Jeeva and Rajsingh, 2016] 
in
URLs.In our dataset that the average length of a phishing URL is found as 101.3 whereas average length of a non-phishing URL is 34.5 only. The feature having second rank finds the ratio of total number of symbols (special characters) present in the URL to total number of alphanumeric characters present in the URL. The phishing URL usually contains more number of symbols. Phishing URLs usually contain specific characters which are not being commonly observed in case of non-phishing URLs. The next feature contains the number of suspicious characters present in the URL. Special characters like
:' are considered as suspicious characters and their presence is more in phishing URLs. 4th ranked feature finds the ratio of length of the path of an URL to the length of the URL. If no path has been attached with the URL, it takes the value as zero. This ratio is comparatively greater than the other URLs [Bahnsen et al., 2017] . Rank 5 feature counts the number of suspicious words contained in URL. A list of suspicious words have been prepared from [Bahnsen et al., 2017; Astornio et al., 2016; Jeeva and Rajsingh, 2016; Jain and Gupta, 2017] and our observation. The tendency to contain these words in phishing sites is more. The list contain the words like 'submit', 'secure', 'suspend', 'confirm', 'webscr', 'account', 'login', 'signin', 'logon', 'cmd', 'update', 'wp', 'index', 'payment', 'home', 'paypal', 'webhostapp', 'dropbox' etc. Our next feature finds the protocol used by the URL i.e.
'HTTP', 'HTTPS' and 'FTP' or some other protocols. As per APWG report URLs [Sonowal and Kuppusamy, 2017] . So, number of dash/ hyphen (-) is considered as one feature.8 th ranked feature checks the last character of the URL is a symbol or not. In our survey, it is found that 649
URLs have special symbol other than slash as their last character and all of them are phishing URLs. Feature having rank 9 checks whether redirection occurs or not in URL. The URL is redirected by double slashes ('//') in the URL. This is a binary feature to check the presence of '//' in URL where it ignores the cases like 'http://','https://'etc. protocols present in the starting of the URL. 10 th rank feature is a binary feature which checks whether the symbol '@' present or not in URL. This feature is important because only the portion in the right side of '@' symbol in the URL is considered whereas the left side is ignored [Sonowal and Kuppusamy,2017; Mohammad et al., 2013] . Attackers use more number of slashes [Jeeva and Rajsingh, 2016] . This feature counts the number of subdomain present in the URL. One of the most important features for detecting phishing URL is presence of 'www'. Rank 15 feature checks whether 'www' is present or not in the starting of the URL.
It is found that the URL does not start with "www" has a high probability for being a phishing URL.
Features having last three ranks are presence of 'http' keyword, presence of port number in URL and presence of Unicode character. Attackers may use keywords like 'http' or 'https' in the middle of the URLs to confuse the user and make them believe it as legitimate for the presence of these words. But in our dataset, we have found occurrence of 'http' in middle part of URL is once only. Some of the URLs may have port number using ':' symbol. So, we have checked whether any port number is present or not in the URL. As per [Jeeva and Rajsingh, 2016] , phishing URLs may use Unicode symbol in the internet.
So, we have checked whether any Unicode symbol is present or not. But we have not found presence of Unicode in URLs. Numeric value is stored in all features. Based on the extracted feature value, different classifiers are used to implement phishing URL detection system.
Performance Metrics
Parameters used for evaluating the performance of the stated models: (it is equivalent to TPR), Precision and F-Score are evaluated using following equations [Abutair and Belghith, 2017] : Table I .
Analysis & Results

For
The accuracy of each feature set F i is evaluated where i states the number of features in the set and the range of i is 1 to 18 as shown in Table 1 i.e. F 1 contains only the highest rank feature, F 2 contains the top 2 features and so on. Accuracy using different number of features (feature set F i ) is evaluated as shown in Figure 2 to Figure 5 using SVM, Naïve Bayes, Logistic Regression and Decision Table classifiers respectively. This experiment is performed for records of total 32,652 URLs using 3-fold CrossValidation technique. It has been observed that the accuracy of the feature sets is changing from F 1 to F 15
and it does not change more from F 16 onwards. SVM achieves the highest accuracy among all the classifiers by taking 15 number of features So, for further evaluation, only the top 15 features of Table I are considered. Table III depicts Table II . Our further evaluation is done using 10 fold cross validation technique.
Accuracy of different classifiers is evaluated for different size of dataset of 10000, 15000, 20000, 25000 and 30000 URLs for F 15 set as in Table IV . It is found that the accuracy of almost all classifiers increased as the number of records increased. SVM is showing highest accuracy for all sizes of dataset.
Performance of SVM classifier model is compared with four different machine learning supervised classification techniques viz. Naïve Bayes, Logistic Regression, Decision Tables and Multi-layer Perception using 10 cross validation folds for dataset of 32,652 URLs as in Figure 6 . Among all of them, SVM has significantly higher accuracy and F-score value. The performance of our result is compared with some previous works based on URL features to detect phishing URLs. Table VI shows the comparison of accuracy / recognition rate of our method using SVM with [Agarwal and Mangal, 2016] , [Jeeva and Rajsingh, 2016] , [ Sonowal and Kuppusamy,2017] and [ Zouina and Outtaj, 2017] . Our method has taken comparatively a large dataset and shows highest accuracy and low FPR value. So, it can be considered as an efficient approach for detecting phishing URLs. 
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Conclusion
We explored the performance of different standard classification techniques to detect phishing and nonphishing URLs for different size of datasets. Our focus is to build a fast and efficient phishing URL detection approach. For this, lexical features extracted from the URLs are only considered. Accuracy for different size of datasets using different classifiers is evaluated. SVM has achieved the highest accuracy of 96.35% for 32,652 URLs using 10 cross validation fold. So, it gives an efficient result compare to other algorithms.
In future, we will try to implement other machine learning techniques using different feature sets and taking large datasets which can help to detect URLs more accurately by understanding the behavior of phishing URLs.
